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PHISHING

What is Phishing?  

• Phishing is a type of Social Engineering attack  

• Unlike other security attacks, it leverages you by sending you a fake 
email that tricking you click on a link or open some attachment

• Clicking on a link may take you to some bogus site where you maybe 
asked to enter sensitive information such as a user name and 
password

• Opening an attachment may be malware in disguise waiting to be 
installed
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HOW TO IDENTIFY A PHISH?
• Usually an unexpected 

communication
• Comes from some person 

or company you are 
familiar with

• Subject is usually related to 
money or some account

• Misspellings in the address, 
content, greeting

• Mismatch of the sender 
name and email address

• Missing logos, contact info

SOMETHINGS TO QUESTION
• Is there a sense of 

urgency?
• Is it asking you to click on a 

link or open an 
attachment?

• Is it asking you to input any 
sensitive information, 
account names, user IDs, 
passwords, etc.?



WHAT TO DO IF YOU’VE BEEN PHISHED

• Don’t click on any links or open any attachments

• Don’t reply to the email

• Delete it

• Inform the Information Security Office by using the Phish 
Alarm button on the Outlook tool bar          or emailing 
_ITSecurity@tmmc.com
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